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Building secure requires multi-layered approach

BY JOSH MARTIN

Government agencies and
large private institutions have
increasingly been developing a
multi-layered approach to build-
ing security. This approach
includes site selection analysis,
sophisticated animated traffic
flow studies, the adoption of
new control check point systems
and innovative structural tech-
nologies.

Improving building and site
security is an on-going chal-
lenge.

“Much has been done since
9/11, but significant vulnerabili-
ty still exists,” warned Mike
Mostow, director of government
programs with Stanley Security
Solutions, Inc., of
Indianapolis, IN. “Most entities know
what needs to be done, but it requires
coordination across an enterprise to
assure compliance with government
security guidelines.”

Successful building security systems
often enhance site aesthetics, too.
Crude concrete barriers and prison-
style video cameras are giving way to
less intrusive traffic control and sur-
veillance systems. But the bottom line
is effectiveness.

“Making buildings secure is not sim-
ply a matter of putting locks on doors,”
said one structural risk consultant.
“You need to consider multiple layers
of security.”

Specialized companies now provide
a full range of services and products
covering every phase of enhancing
security.

Successful systems usually start with
a two-phase site assessment. The first
phase is a conventional analysis based
on agency or company needs. For
many, however, there is also a second
selection
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Groussman, Cap Index's president.
“We enable companies and govern-
ment agencies to determine the best
counter-measures, depending on the
nature of the threat at a particular
site.”

This model helps agencies and com-
panies narrow the field, eliminating
riskier sites.

For agencies and companies with
large real estate requirements, this can
result in substantial cost savings.
Clients already include eight of the
nation’s top 10 banks, retailers and fast
food chains, as well as federal agencies
such as the U.S. Postal Service and the
Federal Aviation Administration (FAA).

Reports, available on-line, cost $165
per street address (“or longtitude/lati-
tude”); large multi-site institutions get
unlimited use through an annual
licensing arrangement.

In the case of upgrading an existing
site, companies and agencies can also
analyze security strong points and
weak spots through video site analysis,

process, based
on a site secu-
rity analysis by
companies like

Cap Index.
Using its
“CrimeCast”
database,
Exton, PA-
based Cap
Index pro-
duces a site
analysis show-
ing the risk

levels of crime
against people
or property at a
particular site.
“We do a pre-
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dictive model,”
said John
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CrimeCast from Cap Index depicts security threats
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similar to the
virtual reality
tours offered by
many up-mar-

ket real estate
brokers. For
example, G5
Technologies,
based in Mount
Laurel, NJ,
offers govern-

| ment agencies
and private sec-
tor companies a
turnkey service
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which, accord-
ing to G5 CEO
[ Rill Adams,

nterlayers from DuPont

“shows how a
security system
is set up, and how well it is function-
ing.”

A more detailed analysis is provided
by process modeling consultancies
like Regal Decision Systems.
Regal’s animated security simula-
tions have been used to test evac-
uation plans, make border securi-
ty stations more efficient, and
even show where best to place toll
booths, in security terms, in rela-
tion to bridges and tunnels.

Sometimes, evacuation simula-
tions created by such modeling
reveal surprising results. Regal
President Joe Brooks recalled that
when his firm worked on the
Pentagon Shield, to develop an
evacuation guidance system for
the headquarters of the country’s
defense establishment in the event of a
biochemical attack, optimal effects
were realized by slower evacuations.
“Although the evacuation process took
longer,” he observed, “it reduced con-
tamination rates by 97 percent.”

Architecture has reflected the con-
flict between security needs and a
comfortable environment.

“The events and advances of the past
10 years have changed the way we
design our built environments forever,”
said Kay Sargent, a member of the
Washington DC-based IA
Interior Architects. “It is imperative
that we take a strategic approach to
security design.”

But architects and building materials
manufacturers have been working hard
to develop solutions which do not turn
all corporate offices and government
centers into forbidding fortresses.

Manufacturing companies like
DuPont, CompuDyne, or Stanley
Security have developed pre-cast fix-
tures that are designed to minimize the
impact of any terrorist attack. For
example, both DuPont and

firm,

CompuDyne have designed windows
that are shatter-resistant.

DuPont’s inter-layer construction,
which incorporates PVB Butacite with
up to five layers of glass, ranging from
1" to 2.5” in thickness, is designed to
withstand significant explosions.

“The security issue isn't the window
blowing out, but the glass shattering,”
said Valerie Block, senior marketing
specialist with DuPont’s building inno-
vations division. “Laminated glass
helps keep glass adhered to the inter-
layer and to the window frame.”

DuPont originally developed its
inter-layered Century Glass Plus for
use by the State Department in
embassy construction and retrofitting.

Shattering windows are not the only
physical concerns that a building faces
during potential terrorist attack

CompuDyne, based in Annapolis, MD,
has developed a whole series of win-

Blast resistant metal doors from CompuDyne

dow, door and access route barriers.
Some of the devices seem tugged from
the pages of James Bond. The compa-
ny produces and installs hidden steel
plate barriers that can stop a truck.

“Our focus is on high end security
for government installations,” said
Chairman and CEO Martin Roenigk,
whose clients include government
agencies, embassies and military estab-
lishments, as well as prisons and court-
houses. “Government offices are often
woefully under-protected,” Roenigk
observed. “Many only have vehicle bar-
riers, and many are in urban settings
where you simply can't shut down
streets.”

As a first step to improve building
security, Roenigk suggested that com-
panies and government agencies
should draw up checklists and develop
access management policies for both
people and vehicles. “You have to limit
who gets in, and what they can have on
them,” he said.

A growing number of government
agencies and corporations employ
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biometric identification systems to
verify all people entering and leaving
sites. These systems can be installed
within a day, and are often compati-
ble with existing company identifica-
tion databases.

“People are becoming much more
proactive about security measures,”
said Gary Bradt, vice president of
Utah-based Silex Corp.’s biometrics
division. “They are willing to take risks
to get the right security system
installed.”

Unit prices for biometric identifi-
cation stations and systems have
been dropping, due to more
efficient manufacturing and
rising market volume. A typ-
ical Silex biometric station
-- handling fingerprints,
PINs and proximity cards
-- now costs about
$1,200 and can be
installed in less than
two hours. The oper-
ating software requires
about three hours of staff
training.

Biometric systems have lent them-
selves to a variety of creative security
solutions: No guard is needed, yet a
programmed biometric lock can con-
trol who can gain access to a room,
what equipment they can operate, as
well as what times particular groups or
individuals can have such access.

Ironically, said Bradt, government
agencies have been slower to adopt
this technology than the private sector.
It is now widely used by hospitals,
banks and schools, particularly for
securing areas with computers, com-
munications centers, valuables, or
medical equipment and supplies.

Such systems are also gaining popu-
larity in high net worth apartment
buildings, where biometrics offers a
sophisticated and relatively unobtru-
sive form of security.

Regardless of the degree of security
enhancement, retrofitting an existing
site  requires careful planning.
CompuDyne’s Roenigk said that for his
company, a typical retrofitting of a

major site takes anywhere from
three to six months. “It can be
done on a rotational basis,
even while a building is in
use,” he added.

Building security ideally
includes consideration of the

potential risks in the sur-

rounding environment.
When Miami-based Security
Solutions International

trains first responders in how
to deal with a terror attack,
they stress the concept of “cir-
cles of security”.
“We draw on Israel's experience
with  terrorism,” said Henry
Morgenstern, chairman of Security
Solutions. “This training provides first
responders with abilities to prevent,
recognize and deter terror activity.”
Many security experts say the best
prepared sites are military installa-
tions, because they maintain the
biggest perimeters. But in practical
terms, in an urban setting, access con-
trols offset lack of perimeter.
“Government agencies face the
biggest challenge,” says Stanley
Security Solutions’s Mostow. “Most
anticipate more [site security] regula-
tion coming. The biggest challenge is
helping customers get prepared to
meet those new standards.” -




